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Introduction

This bibliography is the result of our examinationof the current state of user authentication, with an emphasis
on password authentication.

We believe that this bibliography is representative of the most important works in the area in recent
years. Many of these citations include notes indicating the content of the work; however, inclusion of the
citation or of additional notes does not necessarily indicate we believe the work to be more significant than
other items.

We would appreciate being told of any pertinent references missing from this collection.
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[8] Ana Maria De Alvaŕe and E. Eugene Schultz, Jr. A framework for password selection. Technical
Report UCRL-99382, Lawrence Livermore National Laboratory, 1988. This paper describes a study
on the guessability of passwords. Both easy and difficult passwords were guessed at by subjects,
some of which were given cues as to the makeup of the password. The results suggest that only easy
passwords with known characteristics are readily guessable. The author concludes that users may
select their own passwords securely if they follow guidelines that will make them difficult to guess.

[9] James P. Anderson. Information security in a multi–user computer environment.Advances in
Computers, 12:2–36, 1972.

[10] L. E. Anderson. UNIX password security. InUSENIX Security Workshop, page 7. The USENIX
Association, August 1988.

[11] R. G. Anderson, D. C. Clark, and D. R. Wilson. See through security.MIS Week, April 7, 1986.

[12] Peter Arbouw. Security in multi-company networks. InProceedings of the Second European
Conference on Computer Audit, November 1987.

[13] K. P. Badenhorst and Jan H. P. Eloff. Framework of a methodology for the life cycle of computer
security in an organization.Computers and Security, 8(5):433–442, August 1989.

[14] Ben F. Barton and Marthalee S. Barton. User-friendly password methods for computer mediated
information systems.Computers and Security, 3:186–195, 1984. This article discusses the need for
better password methods given the increase in unauthorized system access and the growing numbers
of novice users with access to networked workstations. The authors favor a user-friendly model of
password selection over the user-hostile trend that sacrifices memorability for security.
A cognitive model for password selection is proposed based on semantic memory, episodic memory,
and information from the environment. Various transformation and mnemonic techniques are also
discussed. Finally, the authors assert that materials which would aid users in making good password
choices should be readily available on the system.

[15] Richard Baskerville.Designing Information Systems Security. John Wiley & Sons, 1988.

[16] Steven M. Bellovin. Security problems in the TCP/IP protocol suite.Computer Communication
Review, 19(2):32–48, April 1989.

[17] Steven M. Bellovin and Michael Merritt. Limitations of the Kerberos authentication system. In
Proceedings of the 1991 Winter USENIX Conference, 1991. The authors discuss limitations and
weaknesses of the Kerberos authentication system, including vulnerability to password-guessing
attacks. They propose a solution based on exponential key exchange.

[18] T. Berson, P. Capek, J. Schweitzer, and C. Weissman. Identification verification (authentication)
working group.ACM SIGSAC, 6(1):2–9, 1988.

[19] Robert P. Bigelow. Those pesky passwords.Computer Law Newsletter, 2(6):3–4, July–August 1985.

[20] Matt Bishop. Privacy-enhanced electronic mail. To appear in the Journal of Internetworking. This
paper describes the authentication mechanisms used by privacy-enhanced electronic mail as of June
1991.

2



[21] Matt Bishop. An application of a fast Data Encryption Standard implementation.Computing Systems,
1(3):221–254, 1988. The author describes several improvements to the implementation of the DES
algorithm that reduce the required computing time by more than an order of magnitude.

[22] Matt Bishop. UNIX security in a supercomputing environment. InSupercomputing ’89 Proceedings,
pages 693–698, November 1989. This paper describes user authentication in a supercomputing center
which uses UNIX systems.

[23] Matt Bishop. Collaboration using roles.Software – Practice and Experience, 20(5):485–495, May
1990. The author discusses how to share an account without using shared passwords. The scheme
developed uses the notion of a ‘group account’ controlled by an access file, and bases permissions on
user identity as proved by a password.

[24] Matt Bishop. An extendible password checker. InUNIX Security Workshop II, pages 15–16. The
USENIX Association, August1990. The author describes the implementationof a proactive password
checker, designed to test for poor password choices as the user attempts to select a password. The
language used to specify tests is discussed, along with several examples.

[25] Matt Bishop. Password checking techniques. InProceedings of the Second Workshop on Computer
Security Incident Response, pages IV–D–1:4, June 1990. The author discusses password cracking
and countermeasures in a UNIX environment.

[26] Matt Bishop. Authenticating network news. InProceedings of the 1991 Winter USENIX Conference,
pages 281–287, January 1991. This paper describes enhancements to USENET news allowing the
originator of articles to be authenticated and the integrity to be checked.

[27] Matt Bishop. Metrics for comparing authentication systems. InProceedings of the Third Workshop on
Computer Incident Handling, pages G–11–1:10, August 1991. The author discusses how to compare
authentication schemes.

[28] Matt Bishop. Password management. InCOMPCON 1991 Proceedings, pages 167–169, February
1991. The author discusses general issues involved in password management.

[29] Matt Bishop. A proactive password checker. InProceedings of the Seventh International Conference
on Information Security, pages 150–158, May 1991. The author discusses a technique for limiting
the user’s ability to pick a bad password. A UNIX implementation is described.

[30] J. Bologna. Computer insecurities: An analysis of recent surveys on computer related crime and
computer security.Data Processing and Communications Security, 12(4), Fall 1988.

[31] Russell L. Brand.Attack of the Tiger Teams: Inside America’s Computer Security Crisis. Tempus
Books, August 1989.

[32] Russell L. Brand. Coping with the threat of computer security incidents: A primer from pre-
vention through recovery. Available through anonymous ftp from cert.sei.cmu.edu in directory
/pub/info/primer, June 1990. This guide emphasizes planning and prevention as strategies for improv-
ing computer security. Several issues relating to password security are covered, including automated
checks for bad passwords, machine generated passwords, alternate authentication techniques, and
password aging.

3



[33] Dennis K. Brandstad, (ed.). Computer security and the Data Encryption Standard. Special Publication
500-27, National Bureau of Standards, 1978.

[34] Edwin Brautman. Comparison of learning and retention of all-digit telephone numbers to prefixed
and mnemonic coded numbers.Perceptual and Motor Skills, 36:267–270, 1973.

[35] Tony Bromfield. Personal authentication devices: Present & future. InSystem Security ‘87, Pro-
ceedings of the Conference, pages 145–157, Pinner, Middlesex, United Kingdom, 1987. Online
Publications.

[36] R. Leonard Brown. Computer system access control using passwords.Computer Security: A Global
Challenge, pages 129–142, 1984.

[37] Michael Burrows, Martin Abadi, and Roger Needham. A logic of authentication. InProceedings of
the Twelfth ACM Symposium on Operating Systems Principles, December 1989. The authors claim
that most security protocols found in literature contain redundancies or security flaws. They define a
logic of authentication which adds a level of formalism to protocol design. This logic is then used to
analyze the Kerberos, Andrew Secure RPC Handshake, Needham-Schroeder Public-Key, and CCITT
X.509 protocols.

[38] David W. Bynon. System security, part 1.DEC Professional, October 1988.

[39] William Caelli, Dennis Longley, and Michael Shain.Information Security for Managers. Macmillan
Publishers Ltd., 1989.

[40] William Caelli, (ed.). Computer security in the age of information. InProceedings of the Fifth IFIP
International Conference on Computer Security. IFIP/Sec, 1988.

[41] I. R. Cameron and P. C. Millar. Speaker recognition – fact or fiction? InProceedings of the IEE
Colloquium on MMI in Computer Security, 1986.

[42] Stephen F. Carlton, John W. Taylor, and John L. Wyszynski. Alternate authentication mechanisms.
In 11th National Computer Security Conference Proceedings, pages 333–338. National Bureau of
Standards/National Computer Security Center, October 1988. This paper discusses three classes of
authentication mechanisms: things you know, things you have, and things you are. Each mechanism
is described, including examples of the mechanism in use; and the strengths and weaknesses of each
are analyzed.

[43] John M. Carroll.Computer Security. Butterworth Publishers, Stoneham, MA, 2nd edition, 1987.

[44] John M. Carroll. Strategies for extending the useful lifetime of DES.Computers and Security,
6(4):300–313, August 1987.

[45] C. Chan. User authentication during the logon process. In7th International Conference on Computer
Communication, pages 860–865, 1984.

[46] D. Chaum. Security without identification: Transaction systems to make Big Brother obsolete.
Communications of the ACM, 28(10):1030–1044, October 1985.

[47] Michael Comer, (ed.). Password breaking.Computer Fraud & Security Bulletin, 4(2):7–8, December
1981. This article describes the tactics used by ‘Computer Freaks’ to break passwords.

4



[48] Michael Comer, (ed.). Underground advice.Computer Fraud & Security Bulletin, 4(2):8–11,
December 1981. This article contains several pages of technical advice, written by a hacker, detailing
how to break into computer systems.

[49] Michael Comer, (ed.). How passwords are cracked.Computer Fraud & Security Bulletin, 7(1):1–10,
November 1984. This article summarizes many of the ways in which system security is broken.
According to the author, three pieces of information are required to overcome security measures:
dial-in port numbers, account identification, and passwords. Methods by which these items may be
obtained are discussed.

[50] Michael Comer, (ed.). Password breaking.Computer Fraud & Security Bulletin, 6(3):1–5, January
1984. This article describes a program for finding passwords on Prime computers. The program
repeatedly attempts to open a file with different passwords until it finds one that succeeds.

[51] Alex P. Conn, John H Parodi, and Michael Taylor. The place of biometrics in a user authentication
taxonomy. In13th National Computer Security Conference Proceedings, pages 72–79. National
Institute of Standards and Technology/National Computer Security Center, October 1990. Biometric
authentication is discussed in light of other available authentication techniques. The authors describe
the advantages and limitations of both passwords and ‘see-through’ authentication. They go on to
cover in detail the use, security, advantages, and drawbacks of biometric authentication. The authors
conclude that the chief disadvantage of biometrics is the fact that biometric characteristics are not
secrets.

[52] William Connolly. Bypassing the passwords?Computer Fraud & Security Bulletin, 5(9):1–7, July
1983. This article describes several password systems, all of which were broken with a minimum of
technical knowledge.

[53] James Arlin Cooper.Computer & Communications Security. McGraw-Hill, 1989. This book covers a
wide variety of computer and communications security topics. Password authentication is considered
as a cost-effective authentication technique. Several implementation factors that affect password
security are discussed. A phonetic password generation scheme is also proposed.

[54] Brian J. B. Cope. Biometric systems of access control.Electrotechnology, 18(2):71–74, April–May
1990.

[55] Michele D. Crabb. Password security in a large distributed environment. InUNIX Security Workshop
II , pages 17–29. The USENIX Association, August 1990. Techniques used to manage a large number
of passwords for privileged accounts in a distributed computing environment are discussed. The
author details the development of the philosophy, policies, and methods used.

[56] H. D. Crane and J. S. Ostrem. Automatic signature verification using a three-axis force-sensitive pen.
IEEE Transactions on Systems, Man, and Cybernetics, SMC-13(3):329–337, 1983.

[57] P. Cross. Computing: Beat the hackers.Health Services Journal, 100(5205):888–889, June 14, 1990.

[58] David A. Curry. Improving the security of your UNIX system. Technical Report ITSTD-721-FR-
90-21, SRI International, Menlo Park, CA, April 1990. This report provides a detailed security
checklist for UNIX systems in general, with an emphasis on SunOS 4.x. The author discusses the
poor quality of many passwords currently in use, suggests several guidelines for password selection,

5



and recommends the distribution of password policies for all users. Finally, the author suggests
checking password security with a password-cracking program.

[59] Marc Dacier and Michel Rutsaert. Dealing with transitivity in security. InProceedings of the
“Convention Unix 91” AFUU, 1991.

[60] Datapro Research Group. Host access control software: Market overview.Datapro Reports on
Information Security, pages IS52–001–101:104, July 1990.

[61] Datapro Research Group. Host access control software: Technology overview.Datapro Reports on
Information Security, pages IS52–001–121:126, July 1990.

[62] D. W. Davies and W. L. Price.Security for Computer Networks. John Wiley & Sons, second edition,
1989.

[63] Don Davis and Ralph Swick. Workstation services and Kerberos authentication at Project Athena.
MIT Project Athena, March 3, 1989.

[64] Khosrow Dehnad. A simple way of improving the login security.Computers and Security, 8(7):607–
611, November 1989. This paper describes a method designed to hinder trial and error guessing
of passwords. Using this method, a system will reject correct passwords with a certain probability
based on the number of failed login attempts. This denies the penetrator absolute knowledge of the
correctness of the password.

[65] Romine R. Deming. Dynamic signatures for personal identity verification. InProceedings of the
1986 International Carnahan Conference on Security Technology, pages 103–106, August 1986.

[66] Dorothy Elizabeth Robling Denning.Cryptography and Data Security. Addison-Wesley, Reading,
MA, January 1983.

[67] W. Diffie and M. E. Hellman. Privacy and authentication, an introduction to cryptography.Proceed-
ings of the IEEE, 67(3):397–427, March 1978.

[68] M. El-Baghdadi. The pivotal role in computer security.Security Management, 33(7):63, July 1989.

[69] Norman L. Enger and Paul W. Howerton.Computer Security. Amacom, New York, 1980.

[70] David M. England. Zodiac: Personal identification by signature.Computer Bulletin, 4:33–34, June
1988.

[71] Arthur Evans, Jr., William Kantrowitz, and Edwin Weiss. A user authentication scheme not requiring
secrecy in the computer.Communications of the ACM, 17(8):437–442, August 1974. The authors
propose a password system that does not require the password file to be stored secretly. They describe
a scheme using one-way functions to encrypt passwords.
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